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Tempest Information

Processing System (TIPS)

Features:

«  GSA Approved Class 5 security
container with high performance
Tempest Shielded Enclosure

¢ Combines physical and emanation
security in one nodule, enhancing
accountability

e Configuration flexibility and
modular transportability for changing
requirements

e Unattended, closed-door operation
for 24/7 secured network availability

e Integrated transparent security
providing a contaminant-free
operating environment

« Rolls in and out on a removable
track assembly for ease in
installation and service

Trusted Systems has joined forces
with ETS-Lindgren to produce

the first Full Tempest Information
Processing System Security Container
for high threat classified applications.
It combines the superior physical
strength of a GSA Approved Class 5
Security Container with the highest-
performance shielding available in a
Tempest Shielded Enclosure.

TIPS Security Container integrates
physical and Tempest security so as
to maintain configuration flexibility,
regardless of changes in hardware,
technology or the security landscape.
It is offered in two depths, 45 and
527, for added flexibility in equipment
sizing and placement. It enables
modular transportability as facility
allocations change, without the
expense and restrictions imposed by
SCIFs, vaults, or strong rooms.

Applications

Designed for unattended, closed-
door operation, the TIPS Security
Container enables continuous, yet
secured, operations worldwide,
providing a contaminant-free
environment. Remote high threat
sites and lock-and-leave posts can
maintain 24/7 network availability
for message traffic or overnight
processing. Furthermore, the TIPS
Security Container frees the user
from performance restrictions
imposed by Tempest hardware as
well as the inordinate expense. Users
can stay current with technology
using competitively prices COTS
equipment. Excessive maintenance
costs, especially for overseas
operations, can be substantially
reduced.

Construction

The TIPS Security Container is
constructed as two autonomous
enclosures, one within the other. The

www.ets-lindgren.com

outer safe offers full GSA Class 5
physical protection, with its electronic
lock and armored hardplate, and is
welded at all seams. To this Trusted
Systems has added a sealed high
performance cooling system using a
heat exchanger that extracts heat (up
to 4,000 Btu/Hr) without polluting
the interior space with dust, dirt,
moisture, smoke, chemicals or other
contaminants from the outside air.

A secured cable box and cable
carrier allow easy routing of data
and power cables for connection to
ETS-Lindgren’s Tempest Shielded
Enclosure.

ETS-Lindgren has constructed

a stand-alone Tempest Shield
Enclosure to maximize the space
available inside the safe. The
enclosure is constructed of 24 ounce
copper shielding applied to a 3/4”
plywood core frame, soldered at all
seams. The front is accessible by a
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dual fingerstock RF door with over center
draw latches. It has a bolted left side panel
for access to the interior of the enclosure.
The RF power filter, ground stud and brass
bulkhead connector panel are mounted

on the rear of the enclosure. Shielded
waveguide air vents are mounted front and
rear, augmented by two fans, to facilitate air
flow for equipment cooling.

A 19” rack mount assembly has been
mounted inside the Tempest Shielded
Enclosure with vertical rails at the front and
rear for equipment installation (21U vertical
rack space).

A ball bearing track assembly supports the
Tempest Shielded Enclosure inside the
safe with removable tracks for rolling the
enclosure in and out to facilitate installation
and service.

Options

The removable bulkhead connector panel
facilitates any mix of fiber, keyboard, video
or other RF data connections.

Changes to cabling configurations can
be readily accommodated by replacing
or upgrading the bulkhead connector
panel. Power strips or controllers can be
installed for distribution of power within
the enclosure. Optional slide shelves are
available for equipment mounting.

For severe climates, an auxiliary air
conditioning unit is available, mounted
on the top of the safe for added cooling
capability.

Installation & Operation

Once the Tempest Shielded Enclosure has
been rolled out of the safe on the ball bearing
track assembly, removal of the left side panel

Tempest Information Processing

System (TIPS)

exposes the interior for rack mounting of
equipment and making cable connections. The
TIPS Security Container’s heat exchanger is
installed at the factory with its own switching
power supply requiring a universal AC outlet
to power its DC fans. Two additional DC

fans are mounted to the rear of the Tempest
Shielded Enclosure with a separate power
supply requiring a second universal AC

outlet. Power data cables are routed through
the cable box located at the rear of the safe.

It accepts any combination of data or power
cables or cable bundles up to 5/8” diameter (6
slots maximum). Cables can be routed without
removing connectors and no tools are required
for installation. Once installed, the cables can
be secured to the cable carrier for connection
to the Tempest Shielded Enclosure.

The TIPS Security Container meets or exceeds
the GSA Class 5 Federal Specification AA-
F-00363 for physical security containers.

The Tempest Shielded Enclosure meets or
exceeds the NSA Tempest Specification 94-
106, and has been verified by an independent
government test facility.
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Phone +1.630.307.7200 < info@ets-lindgren.com + www.ets-lindgren.com
Offices in the US, Finland, UK, France, Singapore, Japan, China, Taiwan

Information presented is subject to change as product improvements are made. Contact ETS-Lindgren Sales Department for current specifications.
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